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Data Breach Management Policy  

1. Purpose  

Donegal Sports Partnership CLG (DSP) acknowledges the importance of information security 

and to recognise that a breach may still occur. Therefore, it is important to establish a 

framework for addressing a breach should it occur.  

2.       Scope  

This policy applies to all staff, tutors, facilitators, volunteers and board members.  

3. Definitions 

a. Data; means automated data and manual data 

b. Data Controller: refers to a person, company or body that decides how and why a 

data subject’s personal data are processed. They are responsible for establishing 

practices and policies in line with the Act. We are the data controller of all personal 

data used in our business for our own purposes 

c. A Data processor refers to a person, company or other body which processes 

personal data on behalf of a controller.  They don’t decide how or why processing 

takes place but instead carry out processing on the orders of the controller. 

d. Processing means performing any operation or set of operations on data – including 

:- obtaining, recording or keeping data, - collecting, organising, storing, altering or 

adapting the data, - retrieving, consulting or using the data, - disclosing the 

information or data by transmitting, disseminating or otherwise making it available, - 

aligning, combining, blocking, erasing or destroying the data. 

e. Data User: are staff, tutors, facilitators, volunteers or board members whose work 

involves personal data. Data users have a duty to protect the information they 

handle by following our data protection policies at all times 

f. ” Data Subject: is defined as “one who can be identified, directly or indirectly in 

particular by reference to an identifier” This can include a person’s name, 

identification number, location data, online identifier. It can also include one or 

more factors that are specific to physical, physiological, genetic, mental, economic, 

cultural or social identity.  

g. Sensitive personal data relates to information concerning a data subject's racial or 

ethnic origin, political opinions, religious beliefs, trade union activities, physical or 

mental health, sexual life, or details of criminal offences 
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4. Policy Statement.  

DSP as Data Controller are subject to the provisions of the General Data Protection 

Regulation (GDPR) 2018. In this regard we undertake to exercise due care and attention 

in collecting, processing and storing personal data and sensitive personal data provided 

by data subjects for defined use. DSP has prepared a Data Protection Policy and 

monitors the implementation of that policy at regular intervals.  

A data breach occurs where the data is accessed, disclosed, altered, lost or destroyed in 

contravention of an organisation’s obligation to keep personal data in its possession safe 

and secure. 

A data breach can result in the risk to the rights and freedoms of individuals due to: 

identity theft, social engineering, fraud or financial loss. The impact of a data breach can 

not only be damaging to the individuals involved but can also attract attention from the 

Data Commissioner and/or the Supervisory Authority. In addition, a data breach can 

bring forth a loss of trust in confidentiality with the Donegal Local Partnership name 

causing reputational damage. 

Examples of breaches 

➢ Wrong address put on envelope resulting in personal information being disclosed 

to third party 

➢ Loss or theft of hard copy notes, USB drives, computers or mobile devices 

➢ Sending an email with personal data to the wrong person  

➢ A bulk email using ‘to’ or ‘cc’ where ‘bcc’ (blind carbon copy) should have been 

used 

➢ A break-in at the office where files containing personal information are kept in 

unlocked storage 

DSP will make all reasonable efforts to protect confidential information and specifically 

personal/sensitive data as a “Data Controller” when it acts in that capacity. DSP will 

make all reasonable efforts to protect such information under DSP’s control from 

unauthorised access, use, disclosure, deletion, destruction, damage or removal. 

Although reasonable efforts are made to protect facilities, equipment, resources and 

data, there exists the possibility that the security of data maintained by DSP may be 

breached.  

As a result, this Policy sets out a breach notification procedure or action plan in place 

should security procedures not prevent a breach.  

Unless specifically stated otherwise, personal data and special category data will be referred 

to equally as personal data in this policy. 
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5. Responsibility 

a. DSP employees, tutors, facilitators, board members and contractors are responsible 

for ensuring that appropriate and adequate protection and controls are in place and 

applied in each facility and resource under their control and identifying where there 

is not adequate protection.  

b. DSP retains records (both electronic and manual) concerning personal data in line 

with its General Data Protection Policy and seeks to prioritise the safety of personal 

data and sensitive personal data, so that any risk of unauthorized disclosure, loss or 

alteration of personal/sensitive data is avoided. This Policy sets out DSP’s policy and 

procedures which shall be followed in the event of a breach of the security of the 

systems used by DSP.  For the purpose of this policy the term “breach” is defined as 

the intentional or unintentional release of secure information to an untrusted 

environment.  

c. The breach must be reported immediately to the DSP Coordinator (see contact 

details at policy end)  and if it presents a risk to the affected individuals the DSP 

coordinator must report it within 72 hours of becoming aware of the breach.  A 

data security breach can happen for a number of reasons, including:-  

i. Weak and stolen credentials (passwords) 

ii. Improper configuration or user error  

iii. Social engineering  

iv. Malware  

v. Physical attacks  

vi. Back doors, application vulnerabilities  

vii. Insider threats 

viii. Too many permissions 

ix. Ransomware attack 

 

6. Notification of a Breach – Individual Duty to Notify  

a. As soon as an individual becomes aware that personal data may have been 

compromised, the individual shall:  

i. Immediately notify the DSP Coordinator by the best possible means and if necessary 

DSP IT staff.   

ii. Complete the Data Security Breach Incident Report. (See Appendix to this policy) 

b. The DSP Coordinator will investigate the issues surrounding the suspected breach.  

c. The DSP Coordinator will ascertain if a breach has occurred and if a breach has 

occurred will follow the Protocol for action in the event of a Breach.  

d. The seriousness of the breach will determine the type of investigation that will take 

place. It may include an examination of systems and procedures 

e. Where the data concerned is protected by technological measures such as to make it 

unintelligible to any person who is not authorised to access it, DSP may conclude 

that there is no risk to the data and therefore no need to inform data subjects or 
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contact the Office of the Data Protection Commissioner. Such a conclusion would 

only be justified where the technological measures (such as encryption) were of a 

high standard.  

  

7. Co-ordinator Responsibilities  

a. The DSP coordinator will assess the potential exposure/loss and if action should be 

undertaken. This will include giving immediate consideration to informing those 

affected. At the direction of the DSP Coordinator the individuals concerned will be 

contacted (whether by phone/email etc.) to advise that an unauthorised 

disclosure/loss/destruction or alteration of the individual’s personal data has 

occurred. Where possible and as soon as is feasible, the data subjects (i.e. individuals 

whom the data is about) should be advised in plain language of;  

i. the nature of the data that has been potentially exposed/compromised 

ii. outline of the breach 

iii. an outline of the steps DSP intends to take by way of containment or remediation 

iv. the obligation to report the breach to the Office of the Data Protection 

Commissioner under the  GDPR (See Section 9 for contact details) 

v. any assistance they can provide  

b. Where individuals express a particular concern with respect to the threat to their 

personal data, this should be advised back to the DSP Coordinator who may advise 

the relevant authority e.g. Gardaí, TUSLA etc. 

 

8. Protocol for action in the event of a personal data breach  

a. The DSP coordinator or individual will;  

I. communicate immediately to the relevant data subjects (as outlined in Section 7) 

that a breach has occurred,  if the personal data breach is high risk in regards to the 

rights and freedoms of the individuals in order to allow him or her to take any 

necessary precautions. 

II. Interview those involved in discovering the breach and anyone else who may know 

about it. Document the investigation.  

III. Assess priorities and risks based on what is known about the breach. 

b. In circumstances where an incident gives rise to a risk of unauthorised disclosure, 

loss, destruction or alteration of personal data, in manual or electronic form, the 

following protocol will be followed:  

I. Seek to contain the matter and mitigate any further exposure of the personal data 

held. 

II. Depending on the nature of the threat to the personal data, quarantine some or all 

PCs, networks etc. and if required request that team members do not access PCs, 

networks etc.  

III. Similarly, it may involve a quarantine of manual records storage area/s and other 

areas as may be appropriate.  



 
 

5 
Data Breach Management Policy V1.0 

IV. By way of a preliminary step, an audit of the records held or backup server/s should 

be undertaken to ascertain the nature of what personal data may potentially have 

been exposed. 

c. If data has been “damaged” (e.g. as a result of hacking/cyber-attack), the DSP 

Coordinator shall contact An Garda Síochána and make a report pursuant to section 

19 Criminal Justice Act 2011. Failure to do so will constitute a criminal offence in 

itself (“withholding information”) pursuant to section 19 Criminal Justice Act, 2011.  

d. Where data has been subject to “theft”; depending on the nature of the personal 

data at risk and particularly where sensitive personal data may be at risk, the 

assistance of An Garda Síochána should be immediately sought. This is separate from 

the statutory obligation to report criminal damage to data arising under section 19 

Criminal Justice Act 2011 as discussed above.  

e. In addition and where appropriate, contact may be made with other bodies such as 

the HSE or financial institutions.  

f. In all cases the DSP Insurer should be notified by the DSP Coordinator and legal 

counsel sought if needed. 

 

9. Notification and Logging of Breach  

a. Under the GDPR all incidents in which personal/sensitive data has been put at risk 

shall be reported to the Office of the Data Protection Commissioner within 72 hours 

of becoming aware of the incident, outlining the circumstances surrounding the 

incident. Notification can be done through the breach notification form on the DPC’s 

website https://forms.dataprotection.ie/report-a-breach-of-personal-data.  The 

address of the Data Protection Commissioner Office, Canal House, Station Road, 

Portarlington, Co. Laois Tel: 1890 252 231 Email: info@dataprotection.ie.  Website: 

www.dataprotection.ie  

b. All suspected data breaches and actual data breaches shall be logged (including 

where no notification is made to the Office of the Data Protection Commissioner) for 

inspection on request 

 

 

10. Breach Risk Assessment 

Human Error – Where the data breach is a result of human error, an investigation 

into the root cause will be conducted and a form interview with the employee held. 

 

A review of the procedure (s) associated with the breach will be conducted and a full 

risk assessment completed. Any identified gaps that are found to have 

caused/contributed to the breach are revised and risk assessment to mitigate any 

future occurrence of the same root cause. 

 

about:blank
about:blank
about:blank
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Resultant employee outcomes of such an investigation can include but are not 

limited to: 

 

- Retraining in specific/all compliance areas 

- Re-assessment of compliance knowledge and understanding 

 

 

System Error – Where the data breach is the result of system error/failure IT will 

work in conjunction with the Data Protection Officer to assess the risk and 

investigate the root cause of the breach.  

 

Any identified gaps that are found to have caused/contributed to the breach are to 

be revised and risk accessed to mitigate and prevent any future occurrences of the 

same root cause.  Full details of the incident should be determined and mitigating 

action such as the following should be taken to limit the impact of the incident: 

 

- Attempting to recover any lost equipment or personal information 

- Shutting down an IT system 

- Removing an employee from their tasks 

- The use of back-ups to restore lost, damaged or stolen information 

- Making the building secure 

- If the incident involved any entry codes or passwords, then these codes must be 

changed immediately, and members of staff informed 

 

 

Policy Version No Date signed off by 

Board 

Description/Reason 

for Policy update 

Lead Person 

Policy/Policy Changes 

1.0 Sept 2021 New Policy MO’D 

    

 

 

 

DATA BREACH INCIDENT FORM 
DATA PROTECTION OFFICER/INVESTIGATOR DETAILS 
Name  

 
Time  

Date  E-Mail  
 

INCIDENT INFORMATION 
Date/Time or Period of Breach 
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Description & Nature of Breach 
 
 
 
 
 

Type of Breach (e.g. confidentiality 
breach, Password Breach, 
Ransomware Breach) 

  

Categories of Data Subjects Affected 
(e.g. employees, tutors, workshop 
participants) 

 
 
 
 

Categories of Personal Data Records 
Concerned. (e.g. personal, special 
category, data concerning health) 

 
 
 

 

No of Data Subjects Affected  No of 
records 
involved 

 

Immediate Action taken to Contain/Mitigate the Breach 

 
 
 
 
 
 
 
 

Staff involved in the Breach  
 

Third Parties Involved in the Breach (if 
any) 

 

BREACH NOTIFICATIONS 
 
WAS THE OFFICE OF THE DATA 
PROTECTION COMMISSIONER 
INFORMED? 

Yes/No 

IF YES WAS IT WITHIN 72 HOURS? Yes/No/NA 

IF APPLICABLE WAS THE FOLLOWING INFORMATON PROVIDED?  Yes  No 

A description of the nature of the personal data breach   

The categories and approximate numbers of data subjects affected   

The categories and approximate number  of personal data records 
concerned 

  

The name and contact details of the Data Protection Officer and/or any 
other relevant point of contact (for obtaining further information) 

  

A description of the likely consequences of  the personal data breach   
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A description of the measures taken or proposed to be taken to address the 
personal data breach (including measures to mitigate its possible adverse 
effects) 

  

WAS NOTIFICATION PROVIDED TO DATA SUBJECT (S) YES/NO 
 

INVESTIGATION INFORMATION AND OUTCOME ACTIONS 
 
DETAILS OF INFORMATION INVESTIGATION   

 
 
 
 
 
 
 
 

PROCEDURE(S) REVISED DUE TO BREACH (if applicable) 

 
 
 
 
 
 
 
 
 

STAFF TRAINING PROVIDED (If applicable) 

 
 
 
 
 

DETAILS OF ACTION TAKEN AND INVESTIGATION OUTCOMES 

 
 
 
 
 
 
 

HAVE THE MITIGATING ACTIONS PREVENTED THE BREACH FROM OCCURING AGAIN? (describe) 
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WERE APPROPRIATE TECHNICAL PROTECTION MEASURES IN PLACE YES NO 

If yes to the above, describe measures 
 
 
 
 
 
 
 
 
 
 
 
 

 
Data Protection Officer Name: __________________________ 
 
 
Data Protection Officer Signature: ___________________ 
 
 
 

 
Date: __________ 

 

 

 


